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ABSTRACT

One of the tasks of the supply chain management in the digital economy is a harmonious combination of the digital and physical worlds,
which, in particular, implies the efficient use of a wide range of digital technologies, the blockchain technology being one of them. The article
is aimed at studying the essence of blockchain technology, determining its advantages and disadvantages and prospects for use in supply
chain management. The following methods were used in the study: analysis of scientific literature on the use of blockchain technology in
supply chain management, a case-based method for carrying out a comparative analysis of the experience of foreign companies in the
implementation of blockchain technology in supply chain management, comparing transactions using a blockchain system to the traditional
trading process, as well as conducting an expert survey to assess the reliability of the selected sources. The characteristic features of the
blockchain technology and the specifics of the supply chain management based on it are identified in the article; the experience of foreign
companies in introducing the blockchain technology in the supply chain management and implemented blockchain projects in the supply
chain management are analyzed. The observance of the logistics principles in the application of the blockchain technology and smart
contracts is substantiated based on the analyzed experience and the traditional trading process and transactions using the blockchain
system are compared. It has been proven that due to the use of blockchain technology, innovative changes in the management of
companies' supply chains will help to increase the transparency of information and the reliability of operations in production and trade
chains based on a well-defined network of participants, the confidentiality of transactions, the availability of information, and reduction in the
time of interaction between participants.
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With the development of globalization and the subsequent internationalization of trade, the organizational
and financial processes of the supply chain management are determined by a variety of issues related to
the production and delivery of products: from the purchase stage to the sale to the end consumer.
Accordingly, it becomes more difficult for stakeholders to track and control the supply of products. The
current situation in the supply chain management is determined by some difficulties in ensuring security
and monitoring various operations in the supply chain [1-3].

The issue of transparency of the product delivery operations is also relevant for customers of all levels,
because it is impossible to trace all events in general [4-6]. In particular, there is insufficient information
for most end consumers about the products they buy and use because the entire network of retailers,
distributors, transporters, storage facilities, and other suppliers is beyond control [7-9]. The issue of
ensuring the trust and transparency of the supply chain is also important for intermediate suppliers
because monitoring of the transaction history will help the management of distribution centers be
confident in the supply reliability and optimize the supply chain. As such, the use of the end-to-end
monitoring of financial and information flows among all participants in the supply chain becomes an
urgent challenge in the modern logistics. The capabilities of the blockchain technology in the supply chain
management can solve the problem of transparency and security of the stock movement [10-12].

The issues of optimizing and improving the efficiency of the supply chain management are also relevant
and in demand due to the increased competition in the market of logistics intermediaries, which implies
the search for new innovative ways of working using digital technologies.

The capability of digjtal technologies to fundamentally change the established organizational and financial
processes of the supply chain management is confirmed in [13-15], for example, where it is noted that the
existing linear structure of the supply chains is being replaced by a network structure. The linear supply
chains are already transforming into the dynamic interconnected open supply systems (digital supply
networks), where information flows are continuous and simultaneously accessible to all the network
stakeholders, which allows to avoid various problems and delays in operation inherent in the traditional
supply chains [16]. The information flows in the digital supply networks are digital [17] and can occur as
follows [18]:

= from the physical world to the digital one (data are recorded on the digital media
corresponding to the real world);

= information circulation inside the digital world (data exchange, comprehensive data analysis,
economic and mathematical modeling - in particular, using artificial intelligence); and
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= from the digital world to the physical one (the results of analysis and data modeling
influence the decisions implemented in the physical world).

The blockchain technology is one of such digital technologies today. It has gained popularity relatively
recently due to the intensive development of cryptocurrencies in the global economy and was originally
used to conceal information about transactions. The blockchain technology is gaining rapid popularity
today: articles are written about it, it is discussed at forums and industry-specific conferences, and
startups are introduced in various sectors of the economy on its basis.

The term “blockchain” literally means “chain of blocks”, where each block is associated with the previous
one. A block is an information package that contains all the preliminary information and some of the new
data. The whole chain is a database distributed among many participants and operating without
centralized control. The data forming the chain of blocks may contain various information: about
transactions, people, objects, transactions, serial numbers, issued loans, etc. Therefore, the scope of this
tool may vary [19].

The blockchain technology is based on the complex encryption system, where each block has its unique
key. This feature of blockchain databases makes hacking almost impossible because hackers need to
simultaneously access a copy of the database on all computers on the network for this. Even if the original
document or transaction is subsequently changed, the data will receive another digital signature as a
result, which will indicate a discrepancy in the system [20]. This system is organized in such a way that
each of its participants constantly verifies the incoming information. As a result, the integrity and reliability
of the materials stored on the network are confirmed with any transaction. This guarantees the
preservation and accuracy of the information [21-23].

According to researchers [24], the use of the blockchain technology changes the management paradigm
from hierarchical “from top to bottom” to “horizontal”, where decisions are made in a decentralized
manner, and the entire process is transparent to the participants in the supply chain. In this case, the
parameters of the material flow are minimized (reduction of time required for the order execution due to
the reduction of intermediaries); the parameters of information flow are optimized (transparency of all
documentation in the public domain along with minimizing the time of its processing, verification, and
provision, as well as minimizing the associated information flow - “one-click” cargo insurance); and the
parameters of financial flow are minimized (reduction of transportation costs and related expenses, time
for processing operations, and risks due to the absence of intermediaries and ensuring transparency of
the supply chain).

The goal of the article is to explore the essence of the blockchain technology, determine its advantages,
disadvantages, and prospects for its use in the supply chain management. The hypothesis of the study is
that innovative changes in the supply chain management of companies, which are ensured by the use of
the blockchain technology, will increase the transparency of information and the reliability of operations in
production and trade chains based on a clearly defined network of participants, transaction confidentiality,
information availability, and reduced interaction time among the participants.

According to the results of the study, it can be concluded that the goal set in the study has been achieved.

MATERIALS AND METHODS

The following set of research methods was determined to achieve the goal set in the study:

= theoretical methods (analysis of scientific literature) to study the scientific literature regarding
the state of the research problem; and

= empirical methods (case method) to carry out a comparative analysis of the experience of foreign
companies in introducing the blockchain technology in the supply chain management and to
compare the traditional trading process and transactions through the blockchain system.

=  an expert survey to assess the reliability of the selected sources.

Analysis of scientific literature allowed collecting a variety of information on the use of blockchain
technology in supply chain management. Taking into account the existing limitations in the application of
the document analysis method (the quality of the selected sources, their completeness and the subjective
positions of the authors), the authors of this article conducted an expert survey to assess the reliability of
the selected sources. The study structurally consisted of a sequential analysis of the peculiarities of using
blockchain technology in supply chain management, analysis of the experience of foreign companies in the
implementation of blockchain technology in supply chain management, consideration of implemented
blockchain projects in the field of supply chain management, determination of compliance with the basic
principles of logistics when using blockchain technologies and smart contracts, comparison of the
traditional trading process and the blockchain system.

At the first stage of the study, the selected information was grouped according to its type: scientific
research on the characteristics of supply chain management, as well as research on blockchain
technology (articles from peer-reviewed scientific journals indexed in Scopus and Web of Science over the
past 10 years).
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At the second stage of the study, the authors contacted 10 experts in the field of blockchain technology
and supply chain management. The criterion for the selection of experts was the availability of at least
three author's articles on the specified subjects published in journals indexed in Scopus or Web of
Science. E-mail messages were sent to the experts with a request to assess the reliability of the selected
material. For this purpose, Harrington’s scale was used. The results of the experts' answers are
summarized in the Table 1.

Table 1: The results of the experts' answers

No Main characteristics \ Results |

1 The number of proposals sent to experts 10 pieces
2 The number of questionnaires received from experts 8 pieces
3 Average reliability results of research/ expert information 0.73 points

On average, the experts rated high the selected documents (according to Harrington’s scale, “high” level
started from 0.64-0.8). At the third stage of the study, the collected information was processed with the
creation of cases and their analysis, the construction of tables and the interpretation of the results.

RESULTS AND DISCUSSION
Experience in using blockchain technology in supply chain management

The world experience of using the blockchain technology in the supply chain management indicates the
efficiency of its use by the leading transport and logistics companies [Table 2].

Table 2: The experience of foreign companies in infroducing the blockchain technology in
the supply chain management

No \ Company Experience of introduction \

1 Maersk worldwide container tracking in order to increase
transparency and secure exchange of information among
trading partners

2 Walmart automation and optimization of container logistics at the
terminal; tracking food products from a supplier to
supermarkets

3 AT&T independent supply chain management platform provides

control from the factory to the end user

automation and optimization of the terminal operation

4 Antwerp (port)
5 Marine Transport
International (MTI)

blockchain supply chain, which ensured the optimization
of communications among the participants in the process

6 Rotterdam (Blockchain
logistics)

optimization and supply chain management, including the
information regarding transactions among the participants

7 Blockfreight

tracking all the shipping information and fraud prevention
in container shipping

8 Co-op Food

display of the entire supply chain

9 A2B

reducing costs for international transportation through the
use of cryptocurrency

Some other corporations, such as Amazon, Alibaba, and Kestrel, were also interested in the capabilities of
using the blockchain technology in the supply chain management.

The successful use of the blockchain technology for the logistics industry is confirmed by the following

completed projects or startups [Table 3].

Table 3: Completed projects or startups in the supply chain management

No Project Experience of introduction

1 | Hyperledger Fabric

allows to track millions of container shipments
annually and to better integrate with the customs
(IBM in collaboration with Maersk)

2 Container Streams

provides information among the supplier, shipper,
loading points, and customs terminals in one
blockchain register (MTI in collaboration with Agility
Sciences)

3 Provenance real-time data platform providing transparency and
customer access to the complete supply chain
information (including the source, environmental
impact, etc.)

4 TBSx3 providing an innovative level of protection for global
supply chains in intermodal transportation using road
and sea vehicles

5 Yojee online order tracking, billing, supply chain
management

3
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Case study analysis of the experience of foreign companies and startups in the
implementation of blockchain technology in supply chain management

Let us analyze some case studies of foreign companies and startups on the introduction of the blockchain
technology in the supply chain management.

In particular, Maersk and IBM created a digital solution for global trading using the blockchain technology
based on the Hyper ledger Fabric system. It allows simplifying the document flow for container
transportation by transferring it to the Internet and provides the exchange of information and documents
among all participants in the process in real time from the initial to the final stage of the supply chain. The
new technology allows reducing costs and time required for paperwork between the shipper and the
recipient, and the entire workflow will be reduced to blockchain-based smart contracts [25].

The container line customers within the Maersk group gained access to the Remote Container
Management (RCM) system of refrigerated trucks in 2017. The RCM technology contains fairly simple GPS
cognitive system elements, a modem, and a SIM card installed on each of Maersk’s 270,000 refrigerated
containers. The system allows monitoring the current location of the refrigerated container, the
temperature and humidity inside the container, and the status of the connection to the power supply
during the entire transportation process. The data are transmitted to customers and RCM support
specialists via satellite transmitters on board each of Maersk's 400 owned and chartered vessels [26].

The Maersk’s blockchain technology works as follows in the context of shipments [27]:

= Each participant can track a transaction in the blockchain;

= The supply chain ecosystem allows tracking the stock movement, customs status, billing,
and deadlines;

=  Events and documents of the supply chain are exchanged in real time;

= None of the parties can modify, delete, or add an entry without the consent of other
participants in the supply chain; and

= Theresult is transparency, reduction of fraud and the transit time of the goods.

Another example is the experiment on the introduction of a blockchain-based logistics tool of the American
retail network Walmart, which also uses the Hyper ledger Fabric system. The service helps track food
products from suppliers to supermarkets. Such data as the warranty period for the supply of products and
requirements for transportation conditions and storage temperature were used. Chinese pork became a
test product due to the worsening reputation of suppliers from China. The Walmart management declares
that the transition to the blockchain is required to let consumers understand who delivers products to their
tables and where from [28].

It later became known that the British Co-op Food began to test a similar scheme. The used blockchain
system allowed displaying the entire fish supply chain: from catch to supermarket shelves [29].

The US mobile giant AT&T launched its own supply chain management platform. Services such as IBM
Blockchain and Microsoft Azure were used for its development. The AT&T supply chain management
system ensures control from the plant to the end user. This service allows controlling the origin of
materials and the quality of production at the production stage, track shipments from the company's
warehouses to the end consumer, and retailers will be able to constantly monitor the availability of goods
at their warehouses. The AT&T system is based on the blockchain, which also allows confirming the
authenticity of the goods. All batch information is entered into blocks and cannot be modified or deleted.
The recipient can obtain the required information at any time [12].

The London-based company Provenance strove to make the delivery of products to the end consumer
more transparent using the blockchain by providing complete information about the company’s activities
and covering all operations, including environmental impacts and places of origin of goods and production.
This decision was made because the top management of the company was concerned about the kind of
data provided to consumers and formed the client policy focusing on the availability of the complete
information and the way it was presented on the product or in the store. Using the Provenance blockchain
in the format of a real-time data platform allows the end consumer to see every step that the product
made on its way. For example, producers of organic or unique farm food can emphasize its authenticity by
telling the food story using the blockchain. Building a chain of “reliable facts” provides an excellent
customer experience and can theoretically enhance the retailer's image. Any claim that the product is
organic can be verified by a demanding customer [30].

Joint programs for developing a blockchain-based platform are another confirmation of the successful use
of the blockchain technology for the supply chain management. The blockchain platform developed by IBM
allows to track the location and condition of trucks, and all authorized participants in the chain can see the
required information during the transportation cycle. Traditionally, the supply chain transactions are
performed manually, thus creating delays and increasing the likelihood of data duplication or false
information. The use of RFID tags containing data about the vehicle, driver, and cargo allows the loT
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(Internet of Things) sensors to track the truck movement and information about the availability of free
space, and then enter these data into the blockchain. Thus, a single database is created, and all
authorized participants can access it, while the data in it can be modified only by agreement of all parties.
Once the truck leaves the load point, an automatic notification is sent to the user informing them of the
load, weight, and estimated arrival time. In addition, a database is created based on the tags that tracks
all exchanges, stops, and transactions made by each vehicle and its cargo from the load point to the end
customer [31].

Comparison of the traditional trading process and the blockchain system

The following basic principles of logistics were observed in all the examined cases: consistency, reliability,
efficiency, safety, and cost-efficiency [Table 4].

Table 4: Compliance with the principles of logistics in the application of the blockchain
tfechnology and smart contracts

Principles of ‘ Advantages ‘ Prospects
logistics

Consistency Creating integrated | All files are integrated into a single system.
management structures
Information availability All bills of lading, waybills, declarations, certificates, etc.

may be publicly available, regardless of the owner and
the respective positions.
Documentation The entire range of cargo and transport documentation is
unification in the unified format. Clearer systemic planning of
business processes.

Reliability Improving the reliability | Creating a distributed ledger of all approved documents.

of workflow Data security. Protecting document storage from
hacking. Inability to modify the information in the course
of transportation.
Improving the quality of | Recording environmental changes that are critical to a
the logistics product particular type of product.

Efficiency Real-time data updates | Synchronizing the work of all counterparties and
for all parts of the supply | improving the accuracy of forecasting and planning,
chain which will reduce the cost of goods.

Reducing order | Eliminating duplicated data records in the system.
processing time Integrating automatic triggers and using data from the
loT tags.

Safety Reducing logistic risks Impossibility of falsification or loss of documentation,
absence of corruption risks and the influence of the
human factor, prevention of incorrect labeling of goods,
and turnover of smuggled and illegal goods.

Cost-efficiency Reducing logistic costs Reducing the number of intermediaries and procedures
associated with analog interactions. Reducing the time
spent on information processing. Reducing customs
duties.

Note: compiled by the authors

Transparency and security are seen as the key to a successful business in today's competitive world.
Sharing information among all parties in the supply chain can improve relations among them and make
them more efficient. The main factors of using the components of the blockchain system can be useful for
improvement in the logistics industry for the following reasons:

= access to information on activities within the supply chain is opened;

= customers can rate the product, service, suppliers, and carriers before making a purchasing
decision;

= customers are provided with the information they need about the origin of the goods and the
freight route;

. risk of fraud or fake goods is reduced; and

= exchange of goods and payment systems is simplified.

Differences between the traditional trading process and operations using the blockchain system can be
seen in [Table 5].

Table 5: Comparison of the traditional tfrading process and the blockchain system

Parameters Traditional process | Blockchain, smart contracts

Transparency of processes Delays in fulfilling obligations, | All network partners supply real-time
violation of contract terms, shipment |[data to the unified system; data
monitoring is difficult. accuracy.

Use of physical media, which |Absence of physical documents or
requires expenses for maintenance |transportation. No risk of the
and disposal. information duplication or loss.
Customized needs of all parties to | Smart contracts, consideration for the

Cost effectiveness

Customized settings
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the supply are often ignored, [needs of participants, adaptation to

operations are routine. the specifics of the partner.
Convenience of processes There may be delays in the data |Unified database shared by all
exchange, a significant proportion of | participants, digital data, online
operations are offline. access to all data.
Safety of processes Information is not synchronized | Information is verified and

among participants, data may be |supplemented, but is not modified.
concealed from participants, fraud. | The risk of fraud is minimal.

Speed of processes There may be delays in the |Simple and quick access to
contracts  execution due to|information due to data encryption,
difficulties in information exchange. | cloud technology.

Note: compiled by the authors

Given the comparison provided in [Table 5], the advantages of the blockchain are undeniable. The
blockchain is a technological solution to the current issues in various sectors. As a result, many companies
implement it to gain a competitive advantage due to transparency in their activities. However, the
introduction of such a system can cause significant difficulties because it is fairly difficult to modify and
adapt the supply chain. Companies spend years on reorganizing the supply chains, thus, the difficulty of
integrating new technology cannot be underestimated.

Lack of trained personnel - specialists with experience in the cryptocurrency space and understanding of
crypto assets - is one of the main barriers to the blockchain introduction. Accordingly, a company that
plans to introduce innovations in its operation should learn more about the specifics of working with the
blockchain and analyze the business to assess potential advantages and disadvantages. Along with this,
the technological imperfection of the system, namely the problems of equipment failure, must be noted. It
must be understood that the adoption of the blockchain as an innovative technology of the supply chain
management is quite slow today due to certain risks and skepticism of individual companies, but it is very
likely that it will soon gain trust, and its use will significantly increase the efficiency of the supply chain
management.

CONCLUSION

The study of the specifics of the blockchain technology and analysis of the experience of using this tool in
the supply chain management allow identifying the following main advantages of its introduction. First, it is
compliance and transparency, which are ensured by a clearly defined network of participants, where
membership and access rights are allowed for all contacts in the specific business network. The access to
confidential information by third parties and fraud are excluded under such conditions. Second, it is
transaction confidentiality which manifests itself in the fact that the companies are provided with the
flexibility and security of transactions, which are only visible to its participants when using the correct
encryption key. Third, it is access to information: it can be simply and quickly determined how all
information is synchronized among the participants; instant access to data in the digital system is also
allowed; respectively, there is a reduction in the interaction time among the participants, which reduces
delays in transactions. Fourth, it is increasing customer confidence because the blockchain allows
companies to provide reliable information about the product at all stages of its life cycle, and customers
can find all the necessary information about the products, methods of transportation, and packaging. The
companies may have a real-time feedback from consumers because customers can answer questions
about products they bought or received in real time. This can help various participants in the supply chain
analyze their operation and avoid mistakes. Fifth, it is the possibility of using cloud technologies and
transferring information from physical media. As such, the hypothesis of the study has been confirmed,
namely, that innovative changes in the supply chain management of companies, which are implied by the
use of the blockchain technology, will increase the information transparency and reliability of operations in
the production and trade chains based on a clearly defined network of participants, transaction
confidentiality, information availability, and reducing the time of interaction among the participants.
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