s
s
=
=
Q
o
o
a

i

3H

=\

N bl ) @)

=

| ISSN: 0976-3104 The

SPECIAL ISSUE: Emerging Technologies in Networking and Security (ETNS) '
Priya et al.

ARTICLE OPEN ACCESS

CHASED APPROACH TO DETECT DDOS

Sathya Priyal”, Rajagopalan?, Ramakrishnan?
!Dept.of CSE, Anna University, Chennai, INDIA

*Dept.of CSE, GKM Engineering College, Chennai, INDIA
$Dept.of IT, Madurai Kamraj University, Chennai, INDIA

(i

Y
%
:

ABSTRACT

Distributed Denial of Service (DDoS) poses severe threat to the network. DDoS seems to be
more severe than all the other attacks, as there is no need to do complex cryptographic
techniques to enter the network and corrupt data. This paper focuses on detecting DDoS
attack at an early stage using cryptographic hashing technique. The use of SHA-1
implementation in place of normal hashing or non-cryptographic hash function prevents
attackers from degrading network performance by finding hash collisions. Moreover for attack

free communication between the sender and receiver, a pre-shared key authentication

mechanism is followed. This paper proposed Cryptographic Hash based Edge router DDoS, Pre-shared key, SHA-1,
Deployment (CHASED) approach to detect DDoS attacks and prevent IP spoofing by Hash Collision.
avoiding hash collisions.
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INTRODUCTION

DDosS is one of the challenging network attacks which exploit the network resources [1]. In DDoS attacks, most of
the websites were made virtually unreachable to the internet users, hence results in heavy financial loss, fall in
reputation of the organization, many unsatisfied customers and so on [2]. Denial of Service (Dos) or DDoS attacks
have become a serious threat and great nuisance that destabilizes the internet. DDoS attacks have become one of the
major research issues in the field of network security. DDoS attacks are handled by zombies knowingly or
unknowingly and attacks the victim [3]. It is best to divide DDoS attacks as local and remote (network based) in
order to gain actual knowledge about it. In local attacks, a form of malicious software resides in the computer
system affects the other system in the network.

Remote based attacks also called as a network based DDoS attack, which disturbs the client accessing the server
from the remote means. Examples of remote based attacks are syn flood attacks, Smurf attacks and so on. DDoS can
be implemented by compromising any one of the system in the network, and through that compromise other nodes
called zombies and send unwanted or exhausted packets to the server to make it as a victim.

For Example, to introduce attack on the popular website, the attacker can send false HTTP requests over the same
network [4]. This type of request is same as that of one made by the intend user. Thus the attacker bypasses the
network through any security mechanisms [5]. This paper explores the idea of detecting DDoS using cryptographic
hash technique. Cryptographic algorithms are developed using computational hardness, ensuring such algorithms are
very hard to break by the adversaries. It can be breakable by theoretical concepts, but it is infeasible for the practical
means so these techniques are termed as computationally secured one [6]. This paper focuses on SHA-1
cryptographic hashing technique to detect the DDoS attack in early stage. The below [Figure - 1] shows how a
DDosS attack takes place.
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Fig: 1. DDoS Attack

The [Figure - 1] also shows how multiple attackers can attack simultaneously and the existence of multiple attack

= paths. It is not necessary, that attack can take place only at ingress edge, the attacker can also attack through
= intermediate routers in the network [7]. Because of the non-stable characteristics of the internet and anonymous
r' behavior, there is no evidence of record of the transmission path of the packet. This paper focuses to detect DDoS
1l attack from the identification of first non-matching packet itself and to break the path in which flooding takes

place. For the best results, it is expected each router participating in the network must work in coordinating
3 manner to identify the attacker's path.

RELATED WORK

Bin Xiao et al, [8] proposed a system to consist of a client detector and a server detector. The client detector is
implemented on the side of the innocent clients and utilizes Bloom filter-based detection strategy for generating
precise detection outcomes yet utilizes least amount of storage as well as computation resources. Sever detectors
may actively monitor and control the warning process by sending requests to innocent hosts. A counter is
implemented to calculate the SYN and SYN-FIN handshake signals. When only the SYN handshake signal
reaches a threshold value, the client detector generates an alarm to inform the server detector. The server detector
drops the packets on receiving the alarm. The throughput of this paper in detecting DDoS attack is good but
results in hash collision.
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Wang H et al., [9], instead of monitoring the ongoing traffic at the front end (like firewall or proxy) or a victim
server itself, this detection mechanism detects the SYN flooding attacks at leaf routers that connect end hosts to
the Internet. The detection mechanism is based on the protocol behavior of TCP SYN-FIN (RST) pairs. To make
the detection mechanism insensitive to site and access pattern, a non-parametric Cumulative Sum (CUSUM)
method is applied. From this paper, the idea of implementing the algorithm in the intermediate routers instead of
ingress and engress router was proved to defend the DDoS attack and cause less effect on the server in the
network. Then a scheme for filtering spoofed packets (DDOS attack) which is a combination of path identification
(Pi) and client puzzle (CP) concepts was implemented. In ingress router, client puzzle for the client is placed. In
this each IP packet, a unique Pi is added and router marks forwarding packets to generate unique identifiers
corresponding to different paths. With this Pi, hop count value is also added. Thus the victim can use the <Pi,
HC> tuple to identify and discard malicious packets from the attacker.

=

Praveena V et al, [10], gave the idea of including hop count in the cryptographic hash table to provide a better
way to secure the server from attack. DDoS defense systems are deployed in the network to detect DDoS attacks
independently. A communication mechanism is used to exchange information about network assaults among the
independent detection nodes for aggregating data regarding overall network assaults noted. We assume that the
Internet is composed of a set of Autonomous Systems (AS). The system is implemented with the overlay network
to share the attack information using a gossip protocol based on epidemic algorithm over the Internet. Using the
aggregated information, the individual defense nodes have approximate information about global network attacks
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and can stop them more effectively and accurately. Guangsen Zhang et al, [11] derived the concept of adding
more information for the routers to detect the DDoS attack.

Keromytis A et al, [12] gave the concept of intense filtering. An architecture called Secure Overlay Services
(SOS) proactively prevents DoS attacks. Here reduced the probability of successful attacks by (i) performing
intensive filtering near protected network edges, and (ii) introduction of arbitrariness as well as anonymity in
forwarding path to a specific SOS-protected destination.
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Almost all recent DDoS assault detection as well as prevention strategies are employed either on victim servers
(assault source) or between the two [13]. The spoofed packets could be distinguished from normal ones by the
Hop- Count deviation [14].

Source side mechanisms to detect as well as prevent DDoS assaults may be challenging to deploy. Source-end
implemented methods works better but are difficult to deploy. After attacks are identified, attack sources can be
discovered through traceback [15] as well as pushback technique. Most traceback schemes are implemented by
either marking some packets in their routing paths or by sending special packets. By tracking these special marks,
it is easy to reconstruct the real routing path reconstructed and locate the true source IP [16].

Once real routes of spoofed packets are detected, pushback method performs advanced filtering and works at the
last few routers before the malicious traffic reaches the target victim [17]. Hence, it is not easy to detect abnormal
deviations until the DDoS attack is at the final traffic-bursting stage [18].

SHL

Existing solutions can fail to raise accurate alarms when DDoS occurs and results in false positives and also using
simple hash techniques results in large number of collisions [19]. So, cryptographic hash function is used in place
of normal hash function to prevent collision attacks and to reduce false positive at high level.

=

METHODOLOGY

The proposed work mainly based on cryptographic hashing technique over the edge routers. Unlike the previous research works
on different type of hashing techniques, cryptographic puzzle, special cryptographic masking and so on, the explored work shows
better results, as it is collision resistant.

The proposed work is implemented by considering the following assumptions in order to make the approach more effective and
practical.
. Edge routers were implemented with cryptographic hashing technique.
e Routers are stable enough to perform hashing computation, which is collision free.
e  Threshold value is set to identify normal user from abnormal user.
. Pre shared key authentication mechanism is used to avoid other nodes does not interfere the intend path for packet
transmission.
Multiple attackers can attack at the same or different time, hence multiple attack paths exist.
. It is assumed all routers should work in a coordinated manner, in order to produce good results.
. Each router is implemented with the alarm, in order to raise the alarm whenever it faces DDoS attack. In our simulation,
it intimates by changing its color.
e  Attackers can generate any volume of attacks and hence tries to flood or crash the server.
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Methodology of Proposed Work

From the previous work [21], it is observed that the hash based technique is comparatively good for identification of DDoS attack.
Even though hash based technique has the limitation of collision attacks.

So, in this paper we implemented the DDOS detection approach in Cryptographic Hashing technique, which is highly collision
resistant. . As the work simulated in IPV4, the SHAL is applicable to be used than the SHA3 or other Cryptographic Hashing
technique. In this, the IP address of the authorized users in the network is implemented with cryptographic hashing. So for the
packets sent/received in a network, the identity should be unique in each router hash table. Hence, it is difficult for the attacker to
break or even trying to make collision attacks in cryptographic based hashing technique
The work considers the following factors:-
e  Packets sent / received must meet the threshold value which is already set.
. Pre-shared key authentication mechanism.
. Cryptographic hashed IP address traversed through each router.
Pre Shared Key authentication mechanism:
The main concern of pre shared key authentication mechanism is to overcome IP spoofed packets.
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Sender Node(S_N) sends request using TCP/SYN Hashed (H) with pre shared key(PS) given by routers to Ingress
routers (IG). Ingress router checks authentication by Dehash (H’) TCP/SYN using pre shared key and sends acknowledgement to
sender node. Now, communication starts between the sender node to the destination node (D_N).
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Cryptographic Hash function:-

In Ingress router cryptographic hash function (SHA1) is implemented. Once authentication mechanism starts between sender
node to the destination node, then Ingress router cryptographically hash the IP address coming through it and forwards the
packet to the next router in the network. SHA 1 cryptographic hash function hashes the IP address of the nodes and generates a
unique value. [20]. Cryptographic hash function helps to prevent IP spoofing.

Example for SHA-1 algorithm:

Source IP Address: 198.162.1.4

Hashed Source IP Address:

0xe138a664841494de5a5154981f5a499095e3c18b7

The hashed IP address is 160 bit value. It is in hexadecimal format
An attacker compromises few innocent hosts to perform DDoS attack by making the innocent host create traffic in the network.
The innocent host starts creating traffic in the network by passing numerous amounts of packets to the routers that is to be
passed to the server. [Figure-3] depicts the following

Each router maintains

packet limits
Pre-shared

authentication

Ingress router

19

\Je-

Performs cryptographic hashing
of IP address with SHA-1

Hash Table

L

Figure 3: Proposed System Architecture =
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e  Before transmitting the packet it performs pre shared key authentication =

e  When the packet reaches the ingress router, the router analyses the packets and hashes the source address using the hashing E

algorithm. =

. The router checks the hashed source address with the source address in the hash table. If it matches, the router forwards the 8
packet.

e  Each router maintains the limit of packet in can hold. When the threshold value exceeds a certain value, the router starts dropping
the packets which prevents exploitation of resources in the victim server.
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Algorithm for DDOS defection:
Participants: S N, IG,D_N, H, i, PS
Let us assume Sender node registered with router using preshared Key.

+S_N sends sendpacket (req) by Hashing (H) TCP/SYN with PS
+/G Dehash{H) and sends back ack ().
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*Connection established, session starfs, send packet.
+IG performs cryptographic hashing of all packets with SHA-1.

«Each router checks uniqueness of IP address. (Collision resistant)

“Threshold value < Limit, forwards packets eise discards and signals as
DDOS

Router-Hash table Implementation

A router performs ‘traffic direction’ function on the Internet. Data packets are normally transmitted from one router to the next over
networks which comprise the internetwork till they reach destination nodes [22].

The route consists of a table in which there are counters to count the number of packets of a particular source IP address. All
counters are initialized to 0. When a key a (such as a source IP address) is inserted, the value of the counters are increased by 1
accordingly at the table addresses hl (a), h2 (a), . . . ,hk (a). If an IP address b is stored in the hash table, the counters at the
addresses h1l (b), h2 (b), . . . ,hk (b) in the table are all non-zero. This allows us to monitor the current statistic of control packets
flowing through a router towards the server.

When the packet reaches the router, it analyzes the packet and gets the source IP address. When another packet reaches the
router, it checks the hashed IP address in the hash table. If the packets are from the same IP address then the packet count is
increased else the IP address is hashed and stored in the hash table.

The threshold value that is set can be differed according to various applications. In our proposed system, the threshold value is
200. So if any node sends packets that exceed 200 packets to the server, those packets of the node are dropped. Then the DDoS
alarm has raised.

Securing the network

DDoS attacks impact great challenge for the availability of resources for Internet Service Provider (ISP). A virtual security ring is
now implemented around the network. Now, each router is implemented with hash table that tracks the normal user from the
abnormal user. Normally with Ingress and egress filtering the router capable of filtering all traffic coming from the normal user and
IP Spoofers are identified. As this proposed paper works on predefined threshold value insecure cryptographic hashing
environment once the number of packets is higher than that is expected from the normal user, then the server stops sending the
CTS and quits the connection with that particular client. By this, attackers from outside the network could be minimized. Setting
continuous monitoring with the hash table mapping, the network could reduce threats to the great extent.

RESULTS AND DISCUSSION

TVRIENGT &\V/0 Ef'”—l

Our proposed system is compared with existing techniques to detect DDoS attack based on data delivery rate and
data loss parameters. It shows reduced false positive. Implementing cryptographic hashing all over the network is
cost effective but effective for the expected secure network. It is expected the approach extends its support to
detect DDoS in effective manner with the collision resistant capability. [Figure 5] [Figure 6] below show the data
loss for our proposed system produces better results with cryptographic hashing technique.
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Fig: 5. Data Delivery Rate
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Fig:6. Data loss Rate
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CONCLUSION AND FUTURE WORK

Our system makes use of cryptographic hash techniques that prevents server overloading. Collisions are
minimized to a greater extent in the hash table. It also ensures that the information from the client reaches the
server without any loss. Based on a particular application, the specified packet count can be deferred. The latency
of our proposed system is high since there are various computations involved in the routers. The future work
might involve reducing the latency of the system.
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