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The proposed idea deals with the inherited features of socio-technical approaches in healthcare domain for continuous online Patient-
Physician monitoring by using the IoT (Internet of Things) based Multi-Agent systems. It comprises the integrated environment such as loT
health body sensors, Internet and NFC (Near field Communication) enabled mobile system with the specific Android based GUI application
from the patient and physician side communication, secular multi agent data transfer communication mechanism. Particularly this system is
focused for reducing the lacking and difficulties of patient and physician interaction during the emergency period. Through this loT based
approach, the patient can easily interact with the physician and also the physician can suggest the prescription by visual interaction and
measuring the basic ontological tests. This method also well adapted, while the patient or physician in roaming. The system also has a
backup of the related information about the patient in the encrypted format and the same will be notified and retrieved automatically from
the physician server. So the patient and physician will be in continuous monitoring for 24 X 7 using this integrated approach.
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INTRODUCTION

The integration of 10T in health care is an important path to solve the medical health problems and also
leads to enhance the quality of life and health service level. This is very much essential in nowadays, to
reduce the difficulties of immediate contact with the physician for the emergency problem. In this internet
era, with the maturation of technology and promotion of application demand , many people have been
attracted towards the loT in health care sectors. All the existing IoT based health care system are
concentrated on making the design of human body sensor and collection of human psychological data
rather than providing the health care service for user mobility. In order to overcome these difficulties, We
designed the loT based health care system as ‘human-centred’, because it uses to analyse the data
starting from the human body loT health care sensor to the physician office with the integration of secure
multi agent communication system. This is an entirely different approach in terms of providing human
centric health care services through loT. The proposed system is making the users to obtain the service
and convenience brought by mobile medical treatment while the users are under highly mobile conditions
in the physical world. So we believe that, this system makes an inevitable trend for development of loT
based health care system.

LITERATURE SURVEY

In recent years, a lot researches is going in the field of machine to machine learning (M2M), Internet of
things for the effective utilization in various sectors like health care, transportation, tourism and smart
environments. It also witnessed that a lot of challenges and synchronization problem occurs in the
communication between the devices, sensors and distributed network environments [1,2,3,4]. In case of
the health care system, still many IoT technologies are used for designing the loT based body sensors and
the collection of human related psychological data. There is a lacking found in integrating the information
about patient, analysis of the behavioural information and symptoms related to the various diseases.
Meanwhile, there is a security issue arises between the communication and storage of patient privacy
information. The autonomous nature of loT aggravates these privacy threats [5].

According to the survey, most of the health system is severely overburdened. Because it is constantly
challenged by the need to make difficult decisions about competing priorities. For adapting to this current
scenario, many barriers have been raised to mHealth implementation globally. The highest is conflicting
health system priorities (52%) and the lowest is underdeveloped infrastructure (26%). All identified
barriers, however, should be reviewed when considering the many factors that can slow down mHealth
adoption. Since mHealth currently lacks a strong evidence base to verify its impact on health outcomes
and health systems [6]. Meanwhile, many researchers are doing their research to meet the challenges of
bringing the revolution is required for providing end-to-end processing and connectivity solutions for loT-
driven healthcare solutions, working toward establishing standards for these solutions and accelerating
innovation for organizations eager to realize the benefits of the 10T in healthcare[7]. Integrating IoT is the
one way to promote the active participation of elderly in the design and implementation of their healthcare
would be to learn from the field of design and adapt models, concepts and methods relevant to
participation for use in a healthcare setting. [8]
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PROPOSED PATIENT-PHYSICIAN MONITORING SYSTEM ARCHITECTURE

In our proposed architecture, the physician would monitor a patient 24x7 and look for deep symptoms and
anomalous in nature. We made it possible with the integration of emerging technologies of loT. This
system establishes a secure communication between the patient and physician to stay connected at all
necessary times; even it also adapted in the of roaming. The proposed architecture, mainly comprises of
three major modules such as Patient System(PaS), Physician System(PhS), Physician Office Server(PoS),
Secular Communication System.

Patient system

Patient System (PaS) is nothing but an internet and NFC enabled mobile phone with GUI interaction. It is
serving as a PDA device. It acts as mediator between the devices connected to the body sensor and the
physician system communication.The primary function of the Patient System will receive the statics
reading of Blood pressure, Glucose levels, pulse, hormone levels, temperature and any abnormal
symptoms in the patient's body and communicate the data to the Physician System(PhS) via Physician
office Server(PoS). We specifically designed the special Android based GUI Application for the interaction
purpose of the patient and the physician through the 10T technologies. The Android based GUI Application
as shown in the [Fig.1] includes the facilities like hospital location, initial precaution steps for Asthma,
Diabetes diseases, body sensor interaction, etc. The list of loT based health sensor interaction with this
GUI application is shown in the [Fig.2]. It would make the patient and physician to have a clear study about
the problem occurs in the patient’s body.

Navigation Metadata
v Entry Point
v @l Hospital Location Description The basic monitoring scenario i...
> @ Luled Hospital Controller Computer or Mobile application
» @D Skellefted Hospital Placement Environmental
v €D Pited Hospital Protocol Z wave
v € Alzheimer's Disease CoAP Requirements 252.452KBps
» .~ Smart Pill Box HTTP Requirements N/A
v €3 Smart home MQTTP Requirements 300.444KBps

sl

3| Basic Monitoring
Voice Connection
WallPlugin
@] Mmotion Sensor
8] PressureMat Sensor
> Security and Basic Monitor...
» [B] Advanced Monitoring
» €D Asthma Disease
» €D Diabetes Disease
» €D Disease Prevention
» @l Device
» @ Svstem

Fig.1: Patient System(PaS) user interface application

This it based GUI application enables the patient to communicate with the physician by doing the following
steps

1. Turn on internet enabled PDA to receive an incoming stream of data from the attached IoT health
sensors from the patient's body.

2. Comparing the data with the predefined threshold value for low blood pressure, High blood pressure,
Glucose level, body temperature and make a decision of abnormality of the system. The proposed patient
-Physician Monitoring algorithm shown below to enable the GUI application to monitor continuously about
the status of the body and keep communicating to the Physician System(PhS).

3. It establishes the authenticated secure communication to the user prescribed physician by using the
password management system authentication. This connection is also adaptable either the patient and
the physician in roaming or travelling.

4. Finally, turn off incoming servicing requests from the Patient System(PaS) if it is not required.
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Class hverarchy | Class herarchy (inferred) Members list EEE]
Clazs hierarchy T v x
® Accelerometer
v owl:Thing @ BloodPressureSensor
» U DOID_Aa ® BodyTemperature
> Hospital @ DoorSensor
= SmartHealthcareScenarios ® ECG
¥-@SSNO : @ FloodSensor
: gesu:nedlrtdact @ GlucoselevelSensor
ven
> FeatureOfiInterest @rind
» © InformationObject @ HeartBRate
Input ® IpCamera
Location @ MotionSensor
> Method @ PressureMat
Object @ RFIDModule
Output @ SmartThermostat
Y PhysicalObject @ SmokeAlarm
= Actuator
@ TemperatureSensor
Platform

v @ Sensor #® UltraSoundSensor
SensingDevice @ VoiceConnection
v System ® WindowSensor
¥ @ Device
ActuatingDevice
SensingDevice

! Gluco-MonitoringSystem

Fig.2: List of loT based healthcare sensors

Algorithm for patient -physician monitoring

The proposed healthcare system ideally engages its patient on an integrated platform. Basically, the
patient server would continuously carry out the following loop

declare
k:int (frequency of reading )
status(a;) =0 (every variable initialize value)
status(a;) =0 (every variable initialize value)
do : compute predicate values Paj(t) & Paj(t) where tis the time instance
{
compare predicate values Pai(t) = threshold(?) where is1<n
compare predicate values (Paj(t) = threshold(Y) where i<1<n
do: if
{
true — send (physician, status (Pa;), status(Pa;), corr(Pa;,Pa)));
receive (physician, push(Pa;,Pa;) — store (physician, list( 3 Pa;,Paj)
search ( patient, list(ai,&)) : k)
receive(physician, instruction /prescription) to follow

else
false —skip the physician

According to this integrated algorithm, the patient PDA device collects the information periodically through
the loT health sensors which have been attached to the patient’s body. The above algorithm explaining the
computation of the Blood Pressure test. It computes and compares the predicate values P(ai,a;) of the
Blood Pressure like High BP & Low BP for the predefined threshold values like Pai(t) > threshold(®) & Paj(t)
> threshold(¥) for the physician observation. In addition to that, the proposed GUI application would
attempt to discover the several past predicate values of the patient for better diagnostics. The proposed
system has been designed to store the relevant status of the patient by using the secure storage
management system in the Physician office Server(PoS) for future reference and diagnostics. The relevant
information of the patient would be stored in the encrypted form as a Patient Entity profile which has been
shown in [Fig.3]
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Patient Linkage Profile

Name: Edwin

SSN: XXX-XX-XXXX //encrypted

Primary Physician: (encrypted string) Dr. P. Ruffana //encrypted
Primary Physician’s Record Pointer: yy-yy-yy-yy-yy-yy //encrypted
Nearest Outpatient Clinic:

Nearest Hospital: File handler XYZ //encrypted

Allergic to: List() // encrypted

Current Medication: List() //encrypted

Major observations: List() //encrypted

Patient’s Lawyer: Name, Phone, File pointer

Relative/friend in case of emergency: Name, Number

Fig.3: Patient entity profile

Physician System (PhS) and Physician Office Server (PoS)

Physician System (pHs) is an internet and NFC enabled mobile phone device which is integrated the loT
based Android GUI Application from the physician end. This Physician system(PhS) communicates the
Patient System(PaS) through Physician Office Server(PoS), which would offer the continuous monitoring
and observation to the patient. Normally, the Physician office Server located in the physician office would
offer the data security and relevant statics details of the concerned patient. It used to store all the patient
related information in the secure storage system as an encrypted format by keeping away from the
malicious attacker. Sometimes, the Physician System (PhS) would suggest specific specialist such as
cardiologists, endocrinologists, neurosurgeon, allergists to resolve the further anamolies of the patient.
The functionalities of the Physician System(PhS) and Physician Office Server(PoS) is shown in the [Fig.4]

Patient System(PaS) Physician
(Online) Svstem(PhS)

Physician Office
Server(PoS)

File Storage
System
(Offline)

Fig.4: Funcfionalities of physician system and physician office server

The Patient System(PhS) also designed such a way to share the metadata to the patient in relations to the
symptoms and relationship across the various human diseases. Each disease and its related information
are comprised with metadata along with Disease ID (DOID) and the same to be maintained in the
Physician Office Server(PoS). The metadata format of the various diseases is shown in [Fig.5]. This would
help the patient to get more awareness and exposure about the seriousness of the particular disease. It
will help in all the way to protect them and lead them away from from the serious infections & conditions.
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@ Welcome | 4 Search: Cancer | @ Cancer x
Metadata saw Visualize Term
DOID DOID:162
Name cancer
A disease of cellular proliferation that is malignant and primary, characterized by
uncontrolled cellular proliferation, local cell invasion and metastasis.
Definition
bin/mwmednim?book=Medical&va=cancer
malignant neoplasm [EXACT]
Synonyms malignant tumor [EXACT]
primary cancer [EXACT]
ICDOCM 2010:239.4
Xrefs NOME 2010 1 31:189535002

UMLS_CUIEC0027639

Relationships Is_a disease of cellular proliferation

Fig.5: Typical disease metadata

Secure multi agent communication system

The proposed architecture is integrated with the secure Multi Agent Communication System for the
purpose of establishing a secure communication between the Patient and Physician System. We are using
the Multi agent system for the purpose of continuous interaction and making the decision in contact with
another agent system that is located in widely spread geographical regions. This would help the patient
and physician interaction during the time of travelling or roaming in somewhere else. But the challenging
part, we faced is the managing and engaging of all the systems in terms of coordination, cooperation and
negotiation of communication. In this proposed system, it provides the password management system to
the service agent and the secure agent for the purpose of encryption and decryption. The burden of the
user device is reduced because of this encryption and decryption process done by the multi agent system.
The service agent of the communication system serves as an applicant agent for acting as an interface
between the Android platform GUI Application and networks. The secure agent played the role like crypto
agent, to encrypt and decrypt data and send it back to the service agent. The secure agent uses the AES
algorithm for generating a new key every time with the key size of 124Kbytes for the purpose of encryption
and decryption process. There is an inbuilt provision assigned to the secure agent for keeping the
generated key in the secure storage place. This will helps the patient-physician monitoring and interaction
goes in the secured manner. The framework of the secure multi agent communication system is shown in
the [Fig.6]

‘&) ma@192,168.210.1:1099/JADE - JADE Remote Agent Management GUI - O
File Actions Tools Remote Platforms Help

elo|dePdt e BE Be les

R

¢ £ AgentPiatforms name | addr...| state
¢-£2"192.168.210.1:1099/JADE" NAME [ADD.. |STATH

¢ @& Main-Container

@ CryptoAgent@192 168 210.1-1099/JADE | 1> @

8 ams@192.168.210.1:1099/JADE

df@192.168 210.1-1099/JADE

B rma@192.168.210.1:1099/JADE
¢ @A BE-192.168.210.1_1099-1

[ 8 AppiicationAgent@192 168.210.1 1099/JADE | }}—» @

Fig.6: Secured multi agent communication management system

Each agent system would use the data forwarding techniques while the patient or physician is roaming. In
this data forwarding technique, each agent has given autonomy in terms of processing capability and
communicates to the nearest or neighbouring Access Point Nodes for forwarding the data closer to the
Physician office Server(PoS). This type of secure multi agent communication system will lead to use
existing resources effectively in terms of flexible distributed computing architecture. It leads to easier

31
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coordination, asynchronous computing and reduced communication costs for the patient-physician

interaction by giving autonomy of each involving agent for making the process.

CONCLUSION

The proposed loT based integrated architecture has been designed to provide the multi agent based
communication starting from the body sensors of the patient to the physician’s office. It enables both the
patient and the physician see the presence of each other in a synchronous channel for various activities
like online monitoring, assigning medication dosages, observing the current status of the patient.
Meanwhile, it ensures the data security and patient privacy through the secure communication and data
forwarding techniques. In addition to that, this system is very much adaptable for the continuous patient-
physician interaction in roaming. In the future, we would like to extend the application with the context of
overcoming interoperability problems among the agents and the integration of big data analytics for

handling huge volume of medical data.
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