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Malicious drops are one of the attacks to drop the packets. It affects the transfer of data from source
to destination and sends a fake acknowledgement as received. The acknowledgement that is

forwarded will reach the source and wait for the response. Till the timeout it waits and starts to
transmit the packet again. Malicious nodes do not have any intension to drop the packets. We KEY WORDS

proposed a system to reduce malicious nodes prevailing in the transmission path. To avoid these

malicious nodes we also propose on-demand routing protocol and digital signature
acknowledgement. After the detection of the malicious nodes packet blocking is implemented and
secure routing is done.
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INTRODUCTION

Mobile ad hoc network is the collection of two or more devices or nodes with wireless communication and
networking capacity that communicate with each other without the aid of any centralized administrator also the
wireless nodes that can dynamically from a network to exchange information without using any existing fixed
network infrastructure[1-2]. A wireless mobile node can functions both as a router for routing packets from other
nodes and as a network host for transmitting and receiving packets[1]. The network consists of peer-to-peer, self-
forming and self-healing. The working of ad hoc network is to find a path or route between source node and
destination node [3]. Sometimes, the destination node may not have any path to receive packets[4]. The ad hoc
network has to be implemented to find a new path for the packet transmission [5].figl.1

The characteristic of an ad hoc network has no background network for the central control of the Network
operations .The network is distributed among the nodes[6]. These nodes in a network should co-operate each other
among themselves. When a node tries to communicate to other nodes which are out of its communication radio
range, the packets should be forwarded with one or more intermediate nodes [7], 10] figl.1. The nodes in the ad hoc
network dynamically establish routing among themselves, establishing their own network. Mobile ad hoc network is
more vulnerable to malicious nodes having a chance of dropping the packets [8, 9]. There are several vulnerabilities
in dropping the packets as all the drops are intended to denial the service (DOS) [10, 11].

PROBLEM STATEMENT

Selectively detecting packet-dropping attacks is extremely challenging in a highly dynamic wireless environment.
The difficulty lies in the requirement that we need to detect the place where the packet is dropped but also identify
whether the hop is intentional or unintentional. The existing system consists of public auditing for storage. However,
this is not suitable for application of homomorphic linear authentication (HLA) because there can be more than one
malicious node along the route. Public auditing does not reduce the malicious packet drop instead they can provide a
valid proof for the dropping of packets.
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FIG: 1.1. DESCRIBES ABOUT THE AD HOC NETWORK COMMUNICATION

PROPOSED SYSTEM

We have taken this problem in mobile ad hoc network and proposed a method to overcome the problem. To reduce
the malicious node invasion we have proposed on-demand multicast routing protocol and digital signatures. The
nodes that send the packets are need to be acknowledged to conform that the nodes reach the destination.
Acknowledgements are like a token that the packets are sent safely. If there is no response then we use digital
signatures and on-demand routing protocol for security purpose. This protocol helps in providing the security
against the attackers.

To improve the security in sending the packets we propose a method of, on-demand routing protocol for transmitting
the packets. This will reduce the malicious nodes to drop the packets. Simulation results have been demonstrates the
effectiveness of proposed scheme with improved performance as compared to the existing protocol and verifications
of the packets.

SYSTEM ARCHITECTURE

The system architecture shows the overall design of the modules like packet generation, packet dropping, attack
detection, digital signature verification, malicious node identification, packet blocking and secure routing. The nodes
describes about the activities undergo in the proposed system.
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FIG: 4(1) ARCHITECURE DIAGRAM

| Devi et al. 2016 | IOABJ | Vol. 7| 9 | 64-68 65



SPECIAL ISSUE (ASCB) ™e
Devi et al

ISSN: 0976-3104

MODULE DESCRIPTION

PACKET GENERATION
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Packets are the files that are to be send from source to destination. A source node has to send these packets through
intermediate nodes to reach destination. The intermediate nodes will send the generated packets to the destination
node or it will pass to the next nearby node. The source will have a timeout for these packets to be delivered.
According to the timeout and delay the packet will be detected as delivered or dropped. If it does not receive the
acknowledgement then it proceeds with the verification of where the packets gone.

PACKET DROPPING

1) Malicious packet drop
On sending a packet it may drop due to a malicious node invasion. It may act like a legitimate node

L]
? and drop the packets intentionally or to denial the service. Link error is caused due to any internal failure or the
failure may occur on any of the link that is connected. Due to the failure of configuration also link errors may
tﬁ occur.
2) Attack detection
Q) Attack detection is detecting at which stage the attack is done. It may happen at the state where the

intermediate nodes pass the packets to the destination nodes. It may occur in two ways.1.Denial of service attack.
2. Suspicious packet drop.

DIGITAL SIGNATURE VERIFICATION

A digital code is attached to verify its contents and the sender’s identity. Digital signatures can be used to certify
or to approve documents. Certifying signatures verify the documents creator and show that the document has to
been altered since it was signed. Therefore, only the original creator of a document can add a certifying signature.
Approved signatures can be added to anyone with a digital id and are used to approve documents, track changes,
and accept terms stated with a document. This is applied only for the acknowledgement to verify whether it is
from the legitimate node or from a malicious node[11].
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MALICIOUS NODE IDENTIFICATION
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Malicious node identification is that it detects the malicious node that are dropping the packets and causing the
disruptions in the network. This can be identified by the activity of blocking the packets that are coming its way. A
malicious node will only drop the packets and simply sends the acknowledgement as valid that indicates as a
legitimate node. A timer is set for the acknowledgement and the response to the sender by this activity malicious
node can be found. Once it is identified, it is blocked from further receiving or sending the packets or
acknowledgement.

PACKET BLOCKING

This is the last stage of the implementation. Packet blocking is done to which the node acts as a malicious node
and that node is identified and reported. The reported node will be broadcasts as an infected node and that node
will be blocked by sending or receiving any packets furthermore. The blocked node will not be used by any of the
nodes for their packets transaction. The malicious node will remain idle for the rest of the time[12].

SECURE ROUTING
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For secure routing, we are using an on-demand routing protocol along with the digital signatures to find the
malicious nodes that are dropping the packets. Digital signatures are used for secure routing as it ensures the
sender and the receiver about the original node. These digital signatures verify the original sender by generating
certificates. On-demand routing protocol helps to determine the malicious node in an efficient way such that the
nodes can be identified.
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These graphs describe the throughput, timeout and delay to reach the destination from the source.
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THROUGHPUT: Fig:4(2): The graph shows that how efficient the packets are delivered successful from source to
destination.

TIMEOUT:Fig:4(3): The graph shows within the time to reach the destination. This may vary but does not change
the effectiveness in reaching the destination.
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DELAY: Fig4(4):The graph shows the time delay. The time it had taken to reach the destination form the source.
These graphs may vary according to the files we are sending.
These graphs show the deviation after there is a malicious attack in the packet transmission.
There will be variation in all the graphs showing that a malicious node has dropped the packets and stopped the
transmission of packets temporarily.
CONCLUSION
In this project, protecting packets against malicious nodes is investigated, with the secure routing protocols. The
project describes about the problem of compromising nodes and security in mobile ad hoc network. Protecting
packets against malicious dropped down because of the existence of malicious nodes. By this protecting of packets,
existence of malicious nodes will be reduced and a secure way of routing the packets can be achieved. In future
work, it can be implemented with cost effective and can be implemented in other domains.
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